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1 Overview

General Information

This document provides procedures for setting up a Windows 2000 cluster on a Hewlett Packard VA series high-
availability platform, based on Windows 2000 Advanced Server.

The HP Surestore Virtual Array 7100/7400 is a SPOFless (no single point of failure) high-availability cluster solution
for shared disk storage. This cluster contains dual-path components, including redundant Fibre Channel host bus
adapters installed in the server nodes, Fibre Channel hubs, and Fibre Channel controllers installed in the external
storage array. These components provide the high-availability features of this configuration, supplementing the fail-
over capabilities of Microsoft cluster software.

Document Description

This document contains step-by-step procedures that detail all processes involved in installing a clustered solution
using the Advanced Server edition of the Windows 2000 operating system. Included in the document is a listing of the
required hardware configuration, with more detailed descriptions of the hardware contained in referenced resource
material and support documents. Finally, all steps necessary for RAID configuration of the external Fibre Channel
storage array using HP Surestore Command View SDM software are provided in this document. The purpose of this
document is to cover all necessary steps of each setup process (whether contained within this document or referenced
to an external document) for a Windows 2000 cluster in an active/passive configuration on an HP server connected to
the VA 7100/7400 in a dual-path configuration.

CAUTION To properly install, set up, and configure a cluster, it is critical that this procedure be followed
exactly. Failure to do so could result in improper operation of the cluster, loss of critical data,
improper fail-over of the cluster, or even require complete re-provisioning and rebuild of the
entire cluster. Follow the exact sequence of the steps as written, and do not skip any steps.

NOTE Before beginning the installation procedures, review each step of the document to become familiar
with its content.
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2 Pre-Installation Requirements

Introduction

This chapter provides a sequence of pre-installation checks and tasks to be performed before beginning installation of
the VA 7100/7400 disk array in a dual-path cluster configuration. These checks and tasks include the following:

Equipment supplied
Applicable documents/reference material
Hardware connections

Local system configuration

Equipment Required

The following list identifies all HP hardware and software required to assemble and install the VA 7100/7400 disk
array product in a Windows 2000 cluster configuration. Before beginning the installation, perform an inventory to
ensure that all items on the list are available and ready for use.

NOTE In the future, the components listed below will be supplied in kit form as part of the

VA 7100/7400 Series Cluster kit

Two HP servers, each with two NICs (four ports, total). HP server models currently certified are LH 6000,
LT 6000r, and LXr 8500r.

VA enclosure, containing two VA controllers

CD containing the Surestore Command View SDM software and the associated Command View SDM
Installation and User Manual

Two HP D8602B Fibre Channel Host Bus Adapters (HBAs) per server.
Two HP Fibre Channel hubs (Brocade A5667A or A5624A), or loop switches (HP P4459A).

A dedicated Ethernet interconnect. This is the Ethernet controller that will be used for the crossover or heartbeat
Ethernet cable.

Gigabit interface connectors (GBICs). There should be ten GBICs, minimum. They will be inserted into each
Fibre Channel interface connection, including both HBAs and hubs.

Fibre Channel optical cables. There should be six fiber optic cables, minimum. They should be equal in length
and color-coded. Do not mismatch color-coded (fiber cable type) cables.

HP rail kits for each of the bundled hardware components and servers.

Null modem cable

Applicable Documents/Reference Material

Included in the requirements to assemble and install the VA 7100/7400 disk array product in a Windows 2000 cluster
configuration are three Hewlett Packard VA Series technical manuals and one VA configuration diagram. Before
beginning the installation, perform an inventory to ensure that all documentation on the list below is available and
ready for use.

10/12/01
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NOTE In the future, the documentation listed below will be supplied in kit form as part of the
VA 7100/7400 Series cluster kit

e Hewlett-Packard Command View SDM Installation and User manual (supplied in both printed form and on
Command View CD containing product software, refer to listing under Equipment Required). Also available in
pdf format on HP SureStore Virtual Arrays 7100 /7400 User & Service Documentation website.

e Hewlett-Packard Secure Manager VA manual (available on Command View CD). Also available in pdf format
on HP SureStore Virtual Arrays 7100 /7400 User & Service Documentation website.

e Hewlett-Packard AutoPath for Windows 2000 manual (available on Command View CD). Also available in pdf
format on HP SureStore Virtual Arrays 7100 /7400 User & Service Documentation website.

e Hewlett-Packard VA Configuration poster (HP part/drawing number A5183-96130). Supplied with equipment
and reference documentation.

The manuals provide instructions for interconnection of all components and interfaces, installation of software like
Microsoft Cluster Server, and verification of proper installation and configuration of the cluster. The configuration
poster has a detailed diagram that shows the entire VA layout, including all interfaces, connections, and descriptions.

NOTE Use the manuals and configuration poster as additional guides and information. Do not use the
configuration poster and its instructions as replacements for the procedures of this document.

Hardware Connections

For cluster hardware interconnection, proceed as follows:

CAUTION Use of hardware not certified or approved by HP, unless specifically indicated in this procedure,
may result in the improper operation of any or all components comprising the cluster. Different
hardware, such as the FCAL or SCSI RAID controllers, HBAs, storage hubs, fabric switches,
Fibre Channel GBICs, fiber optic cabling (short-wave or long-wave, distinguished by color
coding), or server models may require additional configuration procedures, not contained in this
document. Refer to the manuals and configuration poster described in the preceding paragraph for
detailed information associated with the installation and configuration of vendor-specific
hardware and/or software.

1. Disconnect the back-end and VPN (if applicable) network interfaces until after the cluster has been completely
installed. They may be reconnected and configured later, but not until the procedures of this document have been
completed.

CAUTION The storage array should be powered up before either server node is powered up. Also, power
down both server nodes before the storage array is powered down.

2. For detailed hardware installation instructions, schematic diagrams, and component nomenclature, refer to the
Command View SDM Installation and User manual, Secure Manager VA manual, AutoPath for Windows 2000
manual, and the VA Configuration poster described in the preceding paragraph.

CAUTION It is critical that both server nodes be set up exactly the same; that is, identical components should
be used and installed in identical locations on both nodes.

3. Following the directions in the Command View SDM Installation and User manual, Secure Manager VA manual,
and AutoPath for Windows 2000 manual, set up the VA external storage array, Fibre Channel storage hub or
switch, GBIC interface converters, and the cables for each node.

4. Using the VA Configuration poster, attach the servers to the storage hub.
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Local System Configuration

The remainder of this procedure assumes that both HP Netservers have been configured with Microsoft Windows
2000 Advanced Server operating system and the latest service packs. For more information about installing Microsoft
Windows 2000 software on HP Netservers, refer to the HP information library on the website

http://www.hp.com/netserver

10/12/01 4
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3 Configuring the Virtual Array

Introduction

This chapter contains detailed instructions for setup and configuration of the virtual array.

Preliminary Operations

The following preliminary operations must be successfully completed before beginning the Virtual Array Setup and
Configuration Procedure.

1.

2
3.
4

Ensure that all requirements detailed in chapter 2 have been thoroughly reviewed and successfully completed.
Storage array is powered up.

Node 1 (primary node) is powered up and running.

. Verify that all network cables and fiber cables are connected correctly and securely. The HBAs should display a

flashing green light and a constant orange light. The orange light indicates that a link has been established.

The CD included in the VA equipment shipment should contain Surestore Command View SDM software.
Refer to the Equipment Required paragraph of chapter 2. This CD contains all required management software.

If applicable, the local RAID disk arrays on both nodes and external storage array must be configured identically.
For example, use the same driver letters and labels for local hard drives, CD-ROMs, and drives on the external
disk storage array. Otherwise, the cluster will not function after fail-over from active node to passive node.
Refer to the Hardware Connections paragraph of chapter 2.

If applicable, ensure that the Backend and VPN network interfaces are disconnected. They can be reconnected at
the completion of this procedure. Refer to the Hardware Connections paragraph of chapter 2.

CAUTION The storage array should be powered up before either server node is powered up. Also, power

down both server nodes before the storage array is powered down.

NOTE Ensure that the latest version of the HP Surestore Command View SDM software is being used.

Refer to the Equipment Required and Applicable Documents/Reference Material paragraphs of
chapter 2.

10/12/01
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Virtual Array Setup and Configuration Procedure

To perform the virtual array setup and configuration process, proceed as follows:

Command View SDM Software Installation
1. Connect a null modem cable to one of the controllers in the VA. As shown below, the settings are as follows:
o Bits per second: 9600
o Data bits: 8
o Parity: None
o Stop bits: 1
o Flow control: None

Then, click OK.

COM1 Properties 21x|

F
2| [ F’orlSett\ngsl

Bits per second: ISBDD ‘l
Data bits: |8 'l
Parity: INone vl

Stop bits: |1 ‘l

I

Flow contral: | ‘l | [caps MM [Capture

Restore Defaults |
Ok I Cancel | Apply |
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2. Referring to the window shown below, type vEp£fmt at the Ready prompt, then strike the Enter key on the
keyboard. At the following (yes/no): prompt, type yes, then strike the Enter key on the keyboard.

#Uu6B5s - HyperTerminal

File Edit Wiew Call Transfer Help

eady
Ready >

Ready > wfpfmt
Format Array. Clear ALL data? (yes-noliyes

4

Connected 0:01:01 Autodetect  |9600 8-H-1 SCROLL  [CAPS  [NUM  [Capiure g

10/12/01 7
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3. Insert the CD containing the HP Surestore Command View SDM software in the CD-ROM drive. On the

Windows 2000 desktop, click the desktop Start -> Settings -> Control Panel to obtain the Control Panel
window, as shown below. In the Control Panel window shown below, click Add/Remove Programs.

E3 control Panel

JEiIe Edit ‘ew Favorites Tools Help

J d=Bock - = - | @ search [ Folders ¢HHistory ||ﬁ X o | E-

JAddress I@ Control Panel

j @Go

Accessibility
Options

AddfRemove
Hardware

B Administrative  Date Time Displar

Installs and removes programs and Windows components |

A & @ H D

Game Internet

W o O B g o«

Folder Options Fonts

3

Fhone and  Power Options

Keyboard Licensing Mouse Metwork and
Controllers Options Dial-up Co...  Modem ...

-
= -
® 2 &
=

Printers Regional Scanners and  Scheduled Sounds and System

Cptions Cameras Tasks Multirnedia

|Insta||s and removes programs and Windows components

On the Add/Remove Programs window shown below, select the Add New Programs icon, then choose the

CD or Floppy option.

Add a program from CD-ROM or Floppy disk

Toadd a program from a CO-ROM or floppy disk, click CD or Floppy.
i

Add programs Frarm Microsoft

To add new Windows Features, device drivers, and system updates
over the Internet, click Windows Update,

I [=[

D or Eloppy |

‘Windows Update |

Close |
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5. On the Command View CD window shown below, click RunInst.

J File Edit ‘Wiew Favorites Tools Help

J FBack - = - | @ search [YFolders ¢ #History ‘ o0 % @ | £~

Jnddress II:I cvsdm_nt_g31

o O
P HA RunInst

cvsdm_nt_831

RunInst
‘windows MT Command Script

Modified: 1/30/2001 5:37 &M
Size: 9,89 KB

Attributes: Read-only

Type: Windows NT Command Script Size: 9,89 KB

10/12/01
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6. On the InstallShield Wizard for hp command view sdm window shown below, click Next.

Running “hp commandview sdm" Installer

|_\!a' hp command view sdm Setup

welcome to the InstallShield Wizard for hp
command view sdm

®
b The Installshield® Wizard will install hp command view sdm on
wour computer, To continue, click Mext,

invent

Cancel

Type: Windows NT Command Script Size: 9.89 KB |@‘ My Computer

10/12/01 10
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7. On the License Agreement window shown below, click the T accept the terms in the license agreement
button, then click Next.

Running “hp commandview sdm" Installer
mputer i'-.\!* hp command view sdm Setup
License Agreement

Please read the Following license agreement carefully,

License Agreement

ATTENTION: USE OF THE 3OFTWARE IS SUBJECT TO THE

SOFTWARE LICENSE TERM3 AND SUPPLEMENTAL RE3TRICTICNE 2ET
FORTH EELOW AWND THE HF WARRANTY DISCLAIMER ATTACHED AND

ANY OTHER ACCOMPANYING DOCUMENTATION. IF YOU DO NOT

ACCEPT THESE TERMS FULLY, ¥OU MAY NOT IN3TALL OR

OTHERWISE UZE THE SOFTWARE. NOTWITHITAINDING ANVTHING TO

THE COWTRALRY IN THIS NOTICE, IN3TALLING OR CTHERWISE

TZING THE SOFTWARE INDICATES YOUR ACCEPTANCE OF ALL OF :J

% T accept the terms in the license agreement:

1 do not accept the terms in the license agreement

bip st iz sdi

< Back I Mexk = I Cancel

|Type: Windows MT Command Script Size: 9.89 KB 9,89 KE |@‘ My Comnpuker

10/12/01 11



VA 7100/7400 Cluster Installation Guide

8. On the Minimum Requirements window shown below, verify that the six settings are checked as shown. Then,
click Next.

Running "hp commandyiew sdm" Installer

_|o| x|
i hp command view sdm setup x|
Minimum Requirements: :
Your system must meet the following minimum requirements in order for the
software to run properly:
@  ndministrators Privieges
o Windows 2000
o 128 Megabyte RAM
&f Processor Speed 350 MHz or better
o Screen resolution at least S00x500
o Mideo support at 64k colars or better
Mote: Requirements shown without a checkmark are not currently met on this system,
‘ou must have Administrators privileges and you must hawe either Windaows MT 4.0 (5P 5)
of Windows 2000 installed on this system before vou can proceed, (The lower Four A

requirements in the list are to ensure a proper level of performance., )

hip comnivard iz sdm

Canicel

|Type: windows MT Command Script Size: 9.89 KB |@ My Computer

10/12/01 12
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9. The Installing hp command view sdm window as shown below appears and begins the software installation. It
may require several minutes to complete the installation, however. Observe the Status bar in the displayed
window. When the software installation is complete, click Next.

Running "hp commandview sdn" Installer

i'._% hp command view sdm Setup
Installing hp command view sdm
The program Features vou selected are being installed,
Please wait while the Installshield \wizard installs hp command view sdm.
This may take several minutes,
Status:

10/12/01 13
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10. On the InstallShield Wizard Completed window shown below, click Finish.

Running "hp commandview sdm" Installer

i hp command view sdm Setup

InstallShield Wizard Completed

®
A The InstallShigld Wizard has successfully installed hp command
wigw sdm, Click Finish to exit the wizard,

invent

ey 19

Zancel

10/12/01 14
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11. The Starting HostAgent window shown below appears, and remains for a few minutes.

Stopping OpenDial. ..
The OpenDial sewrvice is stopping
The OpenDial service could not be stopped.

éhecking for HostAgent...
Etopping HostAgent...

The HostAgent service is stopping.
The HostAgent service was stopped successfully.

Mow Spawvning ""hp commanduview sdm' Installew.__ .

étart HOS CAG @ ML PO s o e b DI I o 00 o o o oo -BE- oMo oSS o o - oMo o Moo e

étarting HostAgent ...
The HostAgent service iz starting...
The HostAgent service was started successfully.

ﬁllouing 1 minute for HostAgent startup to complete....

12. The Command Prompt window appears as shown below. The term armdiscover appears at the first C-prompt
of the window display, followed by a set of device (First VA) characteristics, as shown.

Command Prompt

Microsoft Windows 2088 [Uersion 5.88.21951
{C» Copyright 1985-1999 Microsoft Corp.

C:xarmdiscover

This could take several minutes
Serial Mumber:B85G184968123

Alias Mame:FirstUA

Device Path:>“\.“PHYSICALDRIVE1L
World Wide Mame:50060LB0B0A221F8
Product ID:HP-AGLBEA

Unigue ID:HPAGIS8BABOSG18490123

10/12/01 15
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13. On the desktop display shown below, click the hp command view sdm icon.

commandyiew sdi stallation succeeded

14. The hp command view sdm launcher window appears, as shown below. This window shows the devices (and
their characteristics) that the Command View SDM software has found. Click the FirstVA icon on the display.

p command w sdm launcher =10 =

=3l O K

Pm et

redrurm Firstwa,

Alias: Firstvh

Froduct ID: AG128A

Device File: MAPHYSICALDRIE

Dewice Type: DIRECT_ACCESS_DEYICE
Fode Wi SO00G0b0000092118

Serial Mumber 005310490123

10/12/01 16
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15. The hp command view sdm window appears. If necessary, click the Identity tab to obtain the VA identity
display as shown below. Then, click the LUN Management tab.

@hp command view sdm

Status: Ready I Refresh [bﬂ] 5

HF S it 7100- invent

Identity Status LUN Managerne..., | GConfiguratiomn Diagnostics Download Performance

Product: AB183A
HF SureStare Yirtual Array 7100
Alias Name: Firstva
FW rey: 38370EX18P0223011446
SWrey: 100831-13001
World Wide Name: 50060b0000092118

Serial Number: 005G10490123

10/12/01 17
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16. The display of the hp command view sdm window under the LUN Management tab appears. Use the display
as shown below to create the following LUNSs, as required:

a. Create a LUN 0 to be a 10-MB partition (this LUN will not be managed by the cluster).

NOTE The VA needs LUN 0 so that Microsoft Cluster can see LUNs over number 7.

b. Create the desired (user-definable) quorum LUNS.

c. Create the desired (user-definable) data LUNS.

[@hp command view sdm

Logical LUNs Business Copy

LUNID

Capacity

Size (GB)

0 0%

0.010

1 0%

i#lstart “ @& = “ 2 hp command view sdm

Mvailable Storage [468 246 GB

0.500
100.000

......

Permissions
Delete

10:55 AM

10/12/01
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AutoPath Setup

To set up AutoPath for Windows 2000, proceed as follows:

1. Ensure that AutoPath for Windows 2000 software has been installed. Refer to the Hardware Connections and
Applicable Documents/Reference Material paragraphs of chapter 2.

2. On the desktop display, click the Start HP Auto Path Server/Client icon. The HP AutoPath - Adapters
window appears, as shown below. Verify that the Fibre Channel host adapters are listed under Adapter # and
Adapter Name. Then, click Devices.

f _{-_':!_HP Auto Path - Adapters
b File ‘iew Help

m@ Server MName localhost

invent

Devices

Adapter #
i (1

3. The HP AutoPath - Devices window appears, as shown below. Verify that those VA LUNSs that have been
configured are listed under Device # and Device Name. Then, click on one of the devices listed.

_@HP Auto Path - Devices
File ‘igw Hel

Server Name
Disk Array

Adapters

#ofPaths | Load Balance Policy Preferred Path #
1 HP N 2l 1

(il ime  NiA

N 1

10/12/01 19
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4. Click on Device Settings and observe that the Device Settings window for the selected LUN is displayed as
shown below. On the display below, use the pull-down menu to select the desired Load Balancing Policy.

gﬂDevice Settings ﬂ

ServerName: nodelelst!  Device Serial#:  004MA0GO030000000040 Load Balancing Policy: Shortest@ueueSewiceTinj

Mo Load Balancing

Disk ArrayUnit; DOUSP100111: DeviceMame: HP  AB180A  EX22 Preferred Path Humber; [DefautBalancePalicy
Round Robin

Shortest Queus Requests
Shortest Queus Bites

Path Number ContmllerPun# m ottest Quel
1 Active

g 1000 5

? 1000

5. Repeat steps 3 and 4 for each LUN that has been configured.

6. AutoPath configuration is now complete.

Secure Manager Setup
To set up Secure Manager for Windows 2000, proceed as follows:

1. Ensure that Secure Manager for Windows 2000 software has been installed. Refer to the Hardware Connections
and Applicable Documents/Reference Material paragraphs of chapter 2.

NOTE Secure Manager is not required if this cluster is the only host communicating with the virtual array.
If there are other hosts or clusters in the system, Secure Manager is required.

2. To enable Secure Manager, proceed as follows:

a. Open a DOS window, and type the following:

armfeature -a -f LUN SECURITY xxGB -k <LicenseKey> <SerialNUMBER>

b. To ensure that the Secure Manager feature has been installed, type the following:

Armfeature -r <serialnumber>

10/12/01 20
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Create Permission File

An ASCII permission file for the disk array to read must be created. Permission file structure and definitions are
detailed in the following steps:

1.

The listing below is an example of a Permission file.

NODEWWN 50060b00000203cb 1 CW
NODEWWN 50060b00000203cb 0 CW
NODEWWN 50060b00000202f1 1 CW
NODEWWN 50060b00000202f1 0 CW
NODEWWN 50060b000002076d 0 0
NODEWWN 50060b000002076d 1 0
NODEWWN 50060b000002120b 0 0
NODEWWN 50060b000002120b 1 0

In the listing of step 1 above, the indicator NODEWWN specifies the host adapter. The 16-character number that
follows is the World Wide node address

The first number after the node address (0 or 1, in this case) identifies the specific LUN to which permissions are
being granted.

The final character set of each entry is the indicator for type(s) of permissions. Types of permissions are:

o C Configure
o W Write
o R Read
o 0 None

. As shown in the listing of step 1, permissions (CW) have been granted to LUNs 0 and 1 of four host adapter

nodes, and no permissions (0) have been granted the other four host adapter nodes. The cluster host bus adapters
get full access to LUNs 0 and 1, and the other host bus adapters get none.

Load Permission File

To load the permission file, proceed as follows:

1.

Open a DOS window, and type the following:
armsecure -w -c -f c:\temp\mysecure -p <password> <serialnumber>

where

—w is for write

—c is for clear

—f is for the file

—p is for the password

The disk array responds with a message indicating that the array has updated the security.

. Type the following:

armsecure -e -p <password> <serialnumber>

Secure Manager is now enabled.

10/12/01
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Identifying World-Wide Node Names

The simplest method to identify world-wide node names is to use the Brocade switches (refer to the Equipment

Required listing in chapter 2).

1. Open a browser, and enter the IP address of the Brocade switch in the disk array system.

NOTE

each Brocade switch in the system.

There may be two Brocade switches in the disk array system. In that case, enter the IP address of

2. Click on the Name Server Table tab of the display as shown below, and observe the world-wide node name

(circled) for each node.

§ Name Server Table Show - Microsoft Internet Explorer

Name Server Table |

r Auta Refresh AL

Refres 1

Domain # | Part# | Fart 1D

| Port Type | Port Wnis

»
hode Wi

| Symhbolic Mame

1 i 011000
1 1 011100
1 3 011300
1 i 011500
1 G 011600
1 T 011700

1

P s P e

50:06:0b:00:00:02:07:6c
50:06:0b:00:00:08:99:42
A0:06:0b:00:00:02:03:60
50:06:0b:00:00:02:08:8c
50:06:0k:00:00:02:12:0a
A0:06:0b:00:00:09:59: 40

50:06:0b:00:00:02:07:6d
50:06:0b:00:00:08:72:52
50:06:0b:00:00:02:03:61
50:06:0b:00:00:02:08:8d
50:06:00:00:00:02:12:00
50:06:0b:00:00:09:72:69

MULL
(28] "HP
NULL
MULL
NULL
[28]"HF  AG189A

AB189A

EX22"

Ex22"

3. The Virtual Array Setup and Configuration Process is now complete. Proceed to Create the Cluster Service

Domain Account, Service Group, and OU Group Policy of chapter 4.
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4 Create the Cluster Service Domain Account, Service
Group, OU Group Policy

Introduction

This procedure of this chapter should be performed by a Network Administrator, familiar with Windows 2000 Group
Policies and Security.

General Information

The cluster service on each cluster node will run under the security context of a domain user account. This account
must be created in the customer organizational unit (OU) and named OUName clusteradmin. In addition, a new user
group called OUName Cluster Group must be created in the customer OU (ensure that the Group Scope is set to
Global and the Group Type is set to Security). This user account must have the following local rights on each cluster
node:

e Act as part of the operating system
e Back up files and directories

e Increase quotas

e Increase scheduling priority

e Load and unload device drivers

e Lock pages in memory

e Logon as a service

e Restore files and directories

These local rights will be implemented via a Group Policy created later in this chapter.

NOTE Ensure that the customer OU already exists. It should have been created when the first server for
the customer site was provisioned. Do not manually create the OU.

The domain user account (OUName clusteradmin) to be created can also be used for the SQL server service and SQL
server agent service in the SQL server cluster environment (unless the Local System account is used instead). The
new user group (OUName Cluster Group) to be created is a global security group and will initially have only one
member, the domain user account OUName clusteradmin. The global security group, however, is a container designed
to hold additional cluster user accounts. If the customer installs additional clusters into their architecture, this group
will already have the appropriate user rights set by a Cluster GPO, and no additional security changes will be required.
This group (OUName Cluster Group) must also be made a member of the Service Accounts universal security group
located in the user container for the domain.

Preliminary Operations

Ensure that all requirements detailed in chapters 2 and 3 have been thoroughly reviewed and successfully completed
before proceeding to the Account/Group Creation Procedure.
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Account/Group Creation Procedure

To create the domain user account and the new user (global security) cluster group, proceed as follows:

1.

Log in to a machine that belongs to the domain where the cluster is being installed, or log in to the domain
controller itself. Go to Start, Programs, Administrative Tools, then click Active Directory Users and
Computers. Ensure that the domain that appears is the correct one; if not, right-click on Active Directory Users
and Computers, and click Connect to Domain. Enter the domain that the cluster is in, and click OK.

2. Locate the customer OU. In this procedure, the customer OU name is Genuity.

NOTE

The OUName associated with the accounts and groups of this chapter should be abbreviated as
necessary to ensure that its length does not exceed the maximum numbers of characters allowed.
The OUName is user-definable, but is designated Genuity in the examples of steps 3 through 14 of
this procedure.

3. Right-click the customer OU (Genuity), and click Create New. Select User. Name the new user account

clusteradmin
(Genuity clusteradmin). Select the Password never expires option and User cannot change password options.

To create the cluster group, right-click the OU (Genuity), and click Create New. Select Group. Ensure that the

Group Scope Global and Group Type Security radio buttons are selected. Name the new group
Cluster Group

(Genuity Cluster Group).

As shown below, the clusteradmin account and the Cluster Group are highlighted in the display pane in blue.
The actual cluster group created will also have the customer OUName associated with the cluster group; in this
example, Genuity Cluster Group.

Tﬂl Consolel - [Console Root' Active Directory Users and Computers [eh072c1850.NTENG.NC... =] EX

J[%] Console  Window  Help

D E| @ |8l
|J fction  Yiew  Eavorites H = -P||>< |@ H yﬂiﬁfﬁ?@nﬂ |

Tree IFanrites | Mame | Tvpe | Descripti
(L] Consale Reoot - =) epHion Computer
E@ fctive Directory Users and Computers [eh07 QEHDQSGBSU Computer
E--@ MTEMG, MCS, BEMPLAMET  cam = ep1nacednn Computer

[#-(Z] ABCCorp =) eH105CE400 Computer

[#-(&8] AriTest QFF\BZK Camputer

(1 Builtin €5 Geruity Security Group ... Genuity

@ Commerce Server € Genuity_c1 User

[:l Computers € cenuity_cz Iser

{El Domain Controllers € Genuity_c3 User

{EI eh99c-143 5« lelpn el Compuker

(&5 eh102c-240

-2 eh137c-47

D FareignaecurityPrincipals

@ Genuity

(58] MOTOROLA i

@ nkeng

(€3] TLK-080800

TR e -
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6. After the account has been created and made a member of the cluster group, ensure that it is not a member of any
other group. Right-click the user account, go to Properties, then the Members of tab. Click Add, and add the
account to the group just created called Cluster Group (Genuity Cluster Group). As shown below, click on
Cluster Group to highlight it, and then click Set Primary Group. Membership in all other groups can now be

removed.

clusteradmin Properties | 2]
Remate contral ] Temminal Services Profile ]
General 1 Address 1 Accaunt 1 Frafile 1 Telephones 1 Organization 1
Member Of ] Dial-in ] E mvironment 1 Seszionz 1
Member of:
Mome: . |ActiveRiectoreFelder .
Cluzter Group MTEMG.MCS BEHPLAME T. com/Genuity
Damain Uszers HMTEMNG.MCS BEMPLAMET . com/Uszers
Add... | | Hemove |
Primary group: Domain Uzersz

There iz no need to change Prmary group unless
you have Macintosh clientz or POS-compliant
applicationsz.

Set Primary Group ‘

7. Highlight all group(s) that the account is a member of except Cluster Group (Genuity Cluster Group), and click
to remove those group names. Then, select OK. This should leave only the newly-created Cluster Group

(Genuity Cluster Group), as shown below.

clusteradmin Properties E |

Remate contral ] Terminal Services Profile !
General i Address i Account i Frafile i Telephones i Organization i
Member Of I Dial-in l E nvironment Sessions i
Member of:
| ActiveDiectoryFolder |

5. BEMPLAMET &

Add... | Hemove l

Primary group: Cluster Group

There iz no need to change Primary group unlezs
you have M acintozh clients or POSE-compliant
applicationz.

o o e s
TELSHIRaT AT O
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NOTE The following step places the newly-created Cluster Group (Genuity Cluster Group) into the

domain-level group called Service Accounts.

8. In the customer OU (Genuity), right-click Cluster Group (Genuity Cluster Group), and select Properties. Then,
click the Members of tab. Click Add, and select Service Accounts. Ensure that the Service Accounts group is
associated with the hosting domain folder (NTENG.NCS.BBNPLANET.com/Users), as shown below. (In the

example below, the hosting domain designation is NTENG.NCS, and the hosting domain zone is
BBNPLANET.com.) Then, click OK.

i Select Groups EHE

Lookin: |39 NTEMG.MCS BENPLANET.COM =]
Mame ] It Folder L:J

gi EHOB32C1 850 Browsers NTENG.MCS . BEMNPLAMET. comd/U sers

ngchema Adrning NTENG.MCS . BEMNPLAMET. comd/U sers

gi Enterprize &dmins NTENG.MCS . BEMNPLAMET. comd/U sers

gi Customer M anaged NTENG.MCS . BEMNPLAMET. comd/U sers

anaged NTEMG.MCS . BEMPLAMET. comd/Users
ce ounts NTEMG.MCS. BEMPLANET .co ers

=k

Add Check Mames

Service Accounts

9. As shown below under the Member Of tab of the Cluster Group Properties window, observe that the
Cluster Group (Genuity Cluster Group) is a member of only the Service Accounts group. Then, click OK.

General] bembers  Member OF 1Managed B_I,I1
rember of:
(Mame | Active Directory Folder

Service Aesaints NTENG NCS BRMPLANET comflsers 7

Bemove j

Thiz izt digplavs only groupsz from the local domain and univerzal groups
fromi other domainz i the forest,

] Cancel [
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NOTE

The following steps create a GPO at the OU level to contain the security policy settings that will be
applied locally to each cluster node. This will ensure that the local computer User Rights
Assignments settings are correctly modified to assign proper permissions to the clusteradmin
(Genuity clusteradmin) account.

10. Right-click the customer OU (Genuity), then click Properties. Under the Group Policy tab of the

Genuity Properties window shown below, click New. Name the policy
Cluster Group
(Genuity Cluster Group), then click Edit to modify the GPO.

Genuity Properties

Generall tanaged By Group Palicy I

Current Group Policy Object Links for Genuity

Group FPolicy Object Links i Mo Overide | Dizabled |

ECluzter Group

Group Folicy Objects higher in the lizt have the highest priority.
Thiz lizt obtained from; eh072c1 B850 MTEMG. MCS. BENPLANET COM

New | add. | Edt | Up

Options... | Delete... I Froperties I [Fawm

[ Block Palicy inheritance

oK I Cancel | Apply
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11. When the Group Policy window shown below opens, in the left-hand pane, click Windows Settings beneath
Computer Configuration. Then, click Security Settings, Local Policies, and finally User Rights Assignment.
This is a machine policy that applies to any user who logs into the machine, although due to policy object
settings, it will only make a difference to the user in the Cluster Group (Genuity Cluster Group).

& 171.78.217.7 - Terminal Services Client i ] 4|
¥ Group Policy I =] S ;I
J Ackion  Wisw |J - = | | < | 2

Tree I Puolic: | computer Setting © -
luster Group [eh072c1850, MTEMG.NCS & Load and unload device drivers  MTEMG\Enterprise Admins, MTEMG,Domain Admins, NTEMGC

E Computer Configuration — Act as park of the operating s... MTEMG\Clusker Group
-1 Software Settings Back up files and directaries MTENG\Cluster Group
=1 (1] Windows Settings Increase quotas MTEMECluster Group

: g] Scripts (Startup/Shutdown) Increase scheduling priority NTEMSG\Cluster Group
- Hg Security Settings Lock Pages in Memory MTEMG\Cluster Group
g Accaunt Policies Lcu; on as a service MNTEMGIClusker Group
=g ; Lcal Palicies Restore files and directories MTENG\Cluster Group o
Audit Eolicv : | |8 ccess this computer from th,., Nat defined
;e IM. ndd waorkstations to domain Mot defined
B~ 2 Security Options [2¥] Bypass traverse checking Mot defined L
Dmﬁ Event Log Change the swstem time Mot defined
-8 Restricted Groups ) )
. E{ Create a pagefile Mot defined
-8 System Services 3 ) )
-8 Registry Create a token object Mot defined
-8 File System Create permanent shared obj... Mot defined
(2] Public key Policies Debug programs Mot defined
o1 @ TR S it s Finlicins nem nad |8] D&My access to this computer.,. Mot defined s
K| | AENK | 3

| | | -

4] | M

12. To edit a policy setting, right-click on the policy setting to be modified (in the right-hand pane of the Group
Policy window shown in step 11), and select Security. This opens the Security Policy Setting window, as
shown below. Click the Define these policy settings checkbox, then click the Add button. This opens another
window containing names of various cluster groups, and a Browse button. In this window, click the Browse
button, and select the newly-created (Genuity) Cluster Group. Then, click OK in the Security Policy Setting
window shown below. Note that the term Cluster Group appears in the display field, preceded by hosting
domain designation NTENG. Thus, in the window below, the display field is NTENG\Cluster Group.

Security Policy Setting | 2]
IP Act az part of the operating zystem
L= ﬂ
v Qefine theze policy settings:
I MTEMG\Cluster Group
Add... l Hemove l
)4 I Cancel
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13. Perform step 12 above to edit the policy setting for each of the following user rights:
o Load and unload device drivers
o Act as part of the operating system
o Back up files and directories
o Increase quotas
o Increase scheduling priority
o Lock pages in memory
o Log on as a service
o Restore files and directories

In the right-hand pane of the Group Policy window shown in step 11, each of the above user rights must contain
the term Cluster Group, preceded by the hosting (NTENG) domain designation. In the case of Load and
unload device drivers, the following two groups must also be specified:

o Enterprise admins

o Domain admins

NOTE The Security Policy Setting window shown in step 12 is an example of what policy settings
should look like for all user rights explicitly defined, with the exception of Load and unload
device drivers.

14. When all user rights listed in step 13 have been defined, close the Group Policy window shown in step 11, and
then click OK in the Security Policy Setting window shown in step 12.

15. Iflogged into the domain controller, log off at this time.
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NOTE The following two steps are to be performed locally on each cluster node. Log on to each node
individually to perform these steps.

16. Open the directory C:\winnt\system32\group policy. Set the Permissions on the gpt.ini file by right-clicking on
the file, select Properties, and then go to the Security tab. Click Add, select Service Accounts, then click OK.

Set the Permissions for the Service Accounts group to explicitly deny Read & Execute, and Read access, as
shown below. Then, click OK.

T ——

‘= Back -

§Qisearch [hFolders £¥History | |

X = | E-
| Address L_,j CAWINNT svstem 32 EraupPalicy
»--3 RERSUL ont ini Properties [ 2]
1 User :
[ gpt. ni General  Security 1

G

{33 Authenticated Users
€7 Domain Adming [NTENGA\Damain Admirs) __Bﬂ‘ie._J
[MTEMGAEnterprize Ad...
s [NTEMG

g;

Bemizzions: Al Dieny
Full Control a a
t odify O O
Read & Execute O
Read O
write O O

Advanced... ]

Allow inheritable permizsions from parent to propagate to this
object

LI ok ] [ | A e
{Type: Configl i ket 9 KE

17. Finally, refresh the local machine policy on the cluster nodes by opening a command prompt and typing the
following:

C:\> secedit /refreshpolicy machine policy /enforce

This completes creation of the Cluster Group GPO. Proceed to Chapter 5, Node 1 (Primary Node) Configuation.
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5 Node 1 (Primary Node) Configuration

Introduction

This chapter contains the step-by-step procedure for configuration of node 1, the primary node, of the VA 7100/7400
disk array in a dual-path cluster configuration.

Preliminary Operations

The following preliminary operations must be successfully completed before beginning the node 1 configuration
procedure.

1. Ensure that all requirements detailed in chapters 2 through 4 have been thoroughly reviewed and successfully
completed.

2. Ensure that configuration of the internal and external arrays has been completed.

Configuration Procedure

To configure node 1 of the cluster, proceed as follows:
1. Reboot node 1.
2. Configuration screen of the dedicated Ethernet interconnect (crossover or heartbeat) NIC for node 1 is shown

below. Enter only the IP address and Subnet mask values. For node 1 TCP/IP values, set IP address to
10.0.0.1 and Subnet mask to 255.0.0.0. Leave all other fields empty.

Internet Protocol {TCP/IP) Properties

General

You can get [P zettiings aszigned automatically if your network. supports
thiz capability. Otherwise, you need to ask vour network adminiztrator for
the appropriate IP settings.

"
™ Obtain an P address automatically
—{%" |Jze the fallowing IF address:
1P address: fw. 0.0 . 1
Subriet mask; Jio5s: O 20 8
Default gateway: i
\ /
{7 [btain DNE sepver addiess automatizally
—(* |Jze the following DNS server addresses:
Ereferred DMS zerver !
Alternate DMNS zerver: I

Advanced. |
0k l Cancel |
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3. Open the Run window as shown below by clicking the desktop Start -> Run. In the Open text box of the Run
window, enter diskmgmt .msc. Then, click OK.

Run 2 x|

Type the name of a program, folder, document, or
; Internet resource, and YWindows will open it For yau,

open: I diskmgrt.msc| j

Ik I Zancel | Browse, ., |

4. The Write Signature and Upgrade Disk Wizard welcome window appears. Click Next.
5. The Select Disk to Write Signature window appears. Check all the disks, then click Next, as shown below.

Write Signature and Upgrade Disk Wizard i

Select Disk to Write Signature

Chaoose the disks on which you want toflaite & signature]

Select the disks or which wou want tofirite a signature: )

< Back I Heut » I Cancel
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CAUTION

It is very important not to upgrade disks because the cluster can only use basic disks, not dynamic

disks.

6. The Select Disks to Upgrade window appears. Uncheck all the disks, then click Next, as shown below.

Write Signature and Upgrade Disk Wizard

Select Disks to Upgrade

Choase the disks to befupgraded. )

Select the dizks you want t

< Back I Hext > I Cancel

7. The Completing the Write Signature and Upgrade Disk Wizard window appears. Click Finish.

8. The Disk Manager window appears, as shown below. Determine those disks that are basic and unpartitioned (or
unallocated). These disks are labeled Unknown and are black in color. In the Disk Manager window example

shown below, the basic, unallocated disks are Disk 3 and Disk 6.

IDisk 0

Basic HP_UTILITY {C:)

33,90 GB 39 MB FAT 33.87 GB NTFS
Online Healthy {EISA Configuration) Healthy (Systemy
Disk 3

Lnkniown

49,99 GB 49,99 GB

Online Unallacated

Disk 5

Lnkniown

Online

Disk &

Lnkniown

494 ME 494 MB

Online Unallacated

ZJCDRom 0

CDRarm (L) W2AFPP_EN (D:)

405_ ME 405 ME COFS

onlire Healthey
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9. In the Disk Manager window of step 8, right-click on one of the Unknown disks (Disk 3, in this example), and
the Write Signature Disk Manager window appears as shown below.

ZDisk 0
Basic
33,90 GB
Cinline

HP_UTILITY ()
39 MB FAT 33.87 GBNTFS
Healthry (E154 Configuration) Healthry (System)

£pisk 3
Basic
49,99 GB
Crline

Disk 5
Basic

Crline

49,99 GB
Unallocated

“pisk b
Basic

494 MB
Crline:

404 MB
Unallacated

ZJcoRom 0
CDRom (D)
405 ME

Crline:

W2RFPP_EN (D:)
405 ME CDFS
Healthy

10. Right-click in the space labeled Unallocated on Disk 3. Select Create Partition. Then, click Next when the
Create Partition Wizard window appears.

11. In the Select Partition Type window that appears as shown below, select Primary partition (the default), then

click Next.

Create Partition Wizard .

Select Partition Type
“ou can specify what type of partition to create,

Select the type of partition you want to create:;

Prmary partiiors
{~ Extended partition
£ Logic

Deszcription

A primary partition iz a wolume you create uzing free space oh a basic disk.
Windows 2000 and other operating systems can start from a primary partition.
oLl can create up to four primary partitions on a bazic disk, or you can make
three priman partitions and an extended partition.

< Back | Mest » I Cancel
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12. In the Specify Partition Size window that appears as shown below, enter the desired partition size in the

Amount of disk space to use: text box (1024, minimum), then click Next.

Create Partition Wizard B

Specify Partition 5ize
How big do pou want the partiion to be?

Chooze a partition zize that iz zmaller than the maximum disk zpace.

I aximum dizk zpace; 17344 MB

Mirimumn dizk space; 7 MB

Amount of disk space to use:

= e

¢ Back I Mest » I

Cancel

13. In the Assign Drive Letter or Path window that appears as shown below, select Assign a drive letter: (the

default) and D: from the associated pull-down menu. Then, click Next.

NOTE If D: is assigned to another drive or partition, the other drive or partition must be assigned an

alternate.

Create Partition Wizard 1

Aszsign Drive Letter or Path
Y'ou can assigh a drive letter ar drive path to a partition.

i issign & diive |ethert |D: ;I

" Mount thiz volume at an empty folder that supports drive paths:

I Brovwze,, |

" Do not assign a dive letter or dive path

< Back I Mest > I

Cancel
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14. In the Format Partition window that appears as shown below, select Format this partition with the following
settings: (the default). Ensure that the following settings are entered in the Formatting frame, then click Next.

o File system to use: NTFS
o Allocation unit size: Default
o Volume label: Content

o Perform a Quick Format is checked.

Create Partition Wizard Ll

Format Partition
'ou can customize the formatting of the partition,

Specify whether you want to format this partition.
" Do nat format this partition

' Format this partition with the following settings:

— Formatting
File system to uze: INTFS _ﬂ
Allocation unit size: IDefauIt ;I
Yalume label: IEDntent
¥ Perfoim a Quick Format [ Enable file and folder comprassion

< Back I Mest » I Cancel
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15. In the Completing the Create Partition Wizard window that appears as shown below, review the entered
selections to verify accuracy. If required, click Back and make corrections as necessary. Then, click Finish to
create and format the Content partition.

NOTE The formatting time will vary with the Content partition size being created.

Create Partition Wizard x|

Completing the Create Partition

Wizard
r'ou have successfully completed the Create Partition
Wizard,
Y'ou specified the following settings:
Partibion tupe; Priman Partihion e
Dizks Selected:
gk 1

Partition size: 17344 MEB
Dnive letter or path; D;
File System: HTFS

Allocation Unit Size: Default
Valime | akel Tantant

L

To cloze this wizard, click Finish.

< Back | Finizh I Cancel

NOTE The following step is necessary for configuration of the dedicated Ethernet interconnect (private)
network (refer to step 2 of this procedure). Refer to Microsoft Knowledge Base article Q242430

for more information.

16. At this time, turn on node 2 power and strike the Pause key on the keyboard when the controller begins
initiating. Leave node 2 in the Pause state.

NOTE Do not perform any further node 2 operations until specifically instructed in chapter 7 because both
nodes cannot simultaneously access the external storage array before cluster service has been
installed, configured, and is up and running.

17. Continue with node 1 configuration by proceeding to Chapter 6, Cluster Setup.
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6 Cluster Setup

Introduction

This chapter provides detailed instructions for performing the cluster setup.

Preliminary Operations

The following preliminary operations must be successfully completed before beginning the Cluster Setup Procedure.

1. Ensure that all requirements detailed in chapters 2 through 5 have been thoroughly reviewed and successfully
completed.

2. Ensure that storage array is powered up and maintained in accordance with the procedure of chapter 3.
3. Ensure that node 1 is powered up and running.

4. Ensure that node 2 is powered up but in Pause mode. Refer to step 16 of the Configuration Procedure of
chapter 5.

5. Ensure that the cluster Configuration Worksheet located in Appendix A has been completely filled out.

6. On the node 1 Windows 2000 Configure Your Server window shown below, click Finish setup.

= windows 2000 Configure Your Server

- ceMgure Your Server

Windows has detected that you have selected components that
require additional setup and configuration before they are fully
functional. To view the list of components, click the link below.

@ Einish setup.
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Cluster Setup Procedure

To perform the cluster setup procedure, proceed as follows:

1. Inthe Add/Remove Programs window shown below, click button labeled Configure to configure cluster
service.

=l xd

Add or remove Windows components
] 15 add or remave a Windows compaonent, such as Internet Components |
Information Services (I15), click Components. =

Set up services:

2. The Cluster Service Configuration Wizard Welcome window appears. Click Next.

3. In the Hardware Configuration window shown below, click I Understand to activate the Next button. Then,
click Next.

Cluster Service Configuration Wizard . il

Hardware Configuration
Your hardware configuration must be tested for compatability with the Cluster service.

Microzoft does not zupport hardware configurations ather than those lizted in the Cluster
category of the Hardware Compatibility Lizt [HCL] located at

hittp: A microzoft. com/hwte st /hel

To indicate that you understand that Microsoft does not support hardware configurations
that are not listed in the Clugter categom of the HCL, click | Understand.

< Back | Hewts | Cancel
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4. In the Create or Join a Cluster window shown below, select The first node in the cluster, then click Next.

Cluster Service Configuration Wizard ) 1'

Create or Join a Cluster
Y'ou can create a new cluster, of pou can join an exizting one.

This zerver is:

( & The first node in the cluster. ]

if thiz zerver is the firgt node in a cluster, pou are creating a new cluster.

" The second or nest node inthe cluster.
If at least one ather node already exists, pou are joining an exizting cluster.

< Back |I Hest » Il Cancel

5. In the Cluster Name window shown below, type the cluster name CLUS2, then click Next.

Cluster Service Configuration Wizard _ ﬁ[

Cluster Hame
rou must name the new cluster.

Twpe a name for the new cluster:
IELUSZ‘I

LY /
< Back l I Hewt » Il Cancel

6. In the Select an Account window shown below, enter cluster in the User name: field and the applicable
password in the Password: field for the specified domain. Then, click Next.

Cluster Service Configuration Wizard , il

Select an Account
For security purpozes, the Cluster service must use a domain account,

Type the uzer name and password for the domain account you want the Chaster zervice
to use, Thiz account iz given special zecunity privileges on each cluster node,

Uszer name: Icluster
Pazzword: i”“"“”’""i
Domain: e =]

<Eack| I Hewut » II Cancel I
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7. Inthe Add or Remove Managed Disks window shown below, select the disk array to be used for this cluster.
Select disks in the Unmanaged disks: field, and click Add to transfer them to the Managed disks: field. After
all the desired disks have been added to the Managed disks: field, click Next.

Cluster Service Configuration Wizard |

Add or Remove Managed Disks

The digks that Cluster service contralz accesz to are known as managed disks.

Add the dizks that you want the cluster to manage. Bemove thoze dizks that pou do naot
want the cluster to manage.

Unmanaged disks: tanaged digks;
Bdd - | - Disk. 1 [HP AB1834 ExZ2]
P e F[DATA)
< Femave | - Disk 2 [HP 461894 EX22)
"E [Duorum)

Caution: The likelihood of coruption of unmanaged MTFS dizks on a shared bus iz very
high. It iz recommended that you uze Cluster service to manage these disks.

< Back I MHext » I Cancel

8. In the Cluster File Storage window shown below, select disk Q: (Quorum) as the disk to store cluster files.
Then, click Next.

Cluster Service Configuration Wizard x|

Cluster File Storage

o ghore cluster checkpoint and log files on a cluster disk. These files help manage the
cluster

Select a dizk on which to store chuster checkpoint and log files.

Select a dizk or partition with at least 5 MB of free zpace (100 MB recommended]. It iz
alzo recommended that you keep the cluster checkpoint and log files on a separate
partition from user applications.

Digks:
IG: [Quorun) LI

0 [Content]
L: [Log

1

r

< Back l I Hest » I I Cancel
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9. In the Configure Cluster Network dialog box shown below, click Next.

Cluster Service Configuration Wizard L ﬂ

Configure Cluster Hetworks

It iz recommended that you use more than one private netwark for cluster
communications. Using only ane nebwark. creates a single point of failure.

Cluster service can use private networks for cluster status signals and cluster
management. This provides more security than using a public network.

IF you prefer, you can uze a public network, for cluster management, or you can uze a
mixed network for both private and public communications.

Make sure pou don't select a public network for private communications or a private

network for public communications. Either selection prevents ather computers from
jaining the cluster.

To continue zetting up pour cluster, click Mewt.

Cancel |

10. In the Network Connections window for the public access NIC shown below, verify that the Network name
(Local Area Connection, in this case) is correct, check the Enable this network for cluster use box, and click
the All communications (mixed network) button. Then, click Next.

Cluster Service Configuration YWizard i x|

Hetwork Connections

Type the network name. and specify whether this network, will perform as a public.
private or mized network.

Metwork nare: al srea Conne
Device: IHF' MetServer 101007 PCI LAM Adapter
IF address: |1 518.116.181

v Enable this network. far cluster use

Thiz network, performs the following role in the cluster:

" Client access anly [public network]

™ |nternal cluster communications only [private nebwork]
% all communications [mized nebwark)

< Back I Mext = I Cancel
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11. In the Network Connections window for the dedicated Ethernet internal connection shown below, verify that the
Network name (private network, in this case) is correct, check the Enable this network for cluster use box,
and click the Internal cluster communications only (private network) button. Then, click Next.

Cluster Service Configuration Wizard |

Metwork Connections

Type the network. name, and specify whether this network will perform as a public,
private or mixed networl,

Mebwork name: II:'li‘v'alB netiork,
Device: ID-Link DFE-530TH+ PCI Adapter
IP address: I'I 0002

v Enable thiz netwark for cluster use

Thiz network. performs the following role in the cluster:
" Client access only [public network)
& Antemnal cluster communications only [private netwark}

Al communications [mised netwark)

< Back I MHext > I Cancel |

12. In the Internal Cluster Communication window shown below, ensure that Private (internal cluster
communication NIC) is positioned above the Local Area Connection 2 (public access) in the Networks field. If
adjustment of the order is required, select one entry, then click Up or Down button, as required. Then, click
Next.

Cluster Service Configuration Wizard x|

Internal Cluster Communication

Specify the priority in which the available networks should be used for communication
within the cluster,

The follawing lizt displays the networks available for internal cluster communication
[private networkz]. Pozition the primary nebwork first, and then postion additional
netwarks in descending order of importance.

To move a name in the list, select the name, and then click Up or Do,

Hetworks:

Prrvate Up |
Local Area Connection 2 —

’ (o |

< Back “ Hext » II Cancel I
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13. In the Cluster IP Address window shown below, enter 15.18.116.215 in the IP address field, and repeat
verification of the public access NIC as performed in step 10. Then, click Next.

Cluster Service Configuration Wizard =

Cluster IP Address
The IF address identifies the cluster to the network.

Type the IP address for management of the cluster. The subnet mask may be supplied
automatically.

IP address: | 15 . 18 . 116 . 215

Subret mask: | 255 . 255 . 2453 . O

Select the public network from which clisnts gain acceszz to the cluster.

M ebark: I Local Area Connection = I

« Back I

Cancel I

14. In the Completing the Cluster Service Configuration Wizard window shown below, click Finish to complete
the cluster node 1 configuration.

Cluster Service Configuration Wizard x|

Completing the Cluster Service
Configuration Wizard

'ou have successfully completed the Cluster Service
Configuration wizard,

To complete the configuration, click Finish.

< Back Finish Cancel

15. The message shown below appears to indicate that cluster service has started.

Cluster Service Configuration Wizard x|

Cluster service has started successfully, To manage the cluster, use Chuster Administrator. You can locate this tool by
opening Cantral Panel and clicking Administrative Tools,
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16. Open the Cluster Administrator window as shown below by clicking the desktop Start -> Programs ->
Administrative Tools -> Cluster Administrator. Verify that cluster node 1 has started and is running correctly.

17. With node 1 up and running, configuration of node 2 can be performed

Cluster Administrator - [CLUSZ (.)]

ile  Wiew ‘Window Help

=10l x|
=181 ]

®|&| x[#| B 2|

[E1-g5) CLusz
=1 Groups
L bl Cluster Group
Disk Group 1

..... Disk Group 2
{1 Resources
{21 Chusker Configuration
i/ Resource Tvpes
-] Metwarks
B public
{10 Metwork Interfaces
@] CLUSINL
i ] Active Groups
i-{17] Active Resources
|:| Metwark Interfaces

For Help, press F1

KEl

&
I:I Active Resources
[ZMetwork Interfaces

[ how[ 4

. Proceed to chapter 7.
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7 Node 2 (Secondary/Passive Node) Configuration

Introduction

This chapter contains the step-by-step procedure for configuration of node 2, the secondary/passive node, of the
VA 7100/7400 disk array in a dual-path cluster configuration.

Preliminary Operations

The following preliminary operations must be successfully completed before beginning the cluster setup procedure.

1.

Ensure that all requirements detailed in chapters 2 through 6 have been thoroughly reviewed and successfully
completed.

Ensure that storage array is powered up and maintained in accordance with the procedure of chapter 5.
Ensure that node 1 is powered up and running.

Remove node 2 from the Pause state, and allow node 2 to finish its booting.

Configuration Procedure

Perform the following procedure to configure node 2, the secondary or passive node.

1.

Repeat the setup process of node 1 to set up node 2; that is, repeat the procedure of chapter 5. Check for
detection of any dynamic drives and change them to basic as performed in steps 4 through 7 of chapter 5. This
time, there is no need to pause any server, as was done with node 2 at the end of chapter 5. Ensure that the drive
letters are identical on both nodes (refer to step 13 of chapter 5).

2. Repeat the procedures of chapter 6 for node 2 up through step 3 of the Cluster Setup Procedure.
3. Inthe Create or Join a Cluster window shown below, select The second or next node in the cluster, then
click Next.
x
Create or Join a Cluster
Fou can create a new cluster, or you can jain an existing ane,
Thiz server iz
" The first node in the cluster.
I this zerver iz the first node in a cluster, pou are creating a new cluster.
* The second o next nods in the cluster.
1f at least one other node already existz, pou are joining an existing chaster
< Back Hewut » | Cancel
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4. In the Cluster Name window shown below, type CLUS2 in the cluster name field. Then, enter cluster in the
User name: field and the applicable password in the Password: field for the specified domain. Check the entry
in the Domain: field. All entries on the window shown below must be identical to the entries in steps 5 and 6 of
the Cluster Setup Procedure of chapter 6. Then, click Next.

Cluster Service Configuration Wizard _ x|

Cluster Hame
To join a cluster, you must provide the cluster name,

Tupe the name of the clugter you want to joir;
[cLusz

v Connect to cluster as:

Uszer narme: |cluster
Password: I""’1
Domain: | NCSWH ~]

< Back | Cancel

5. Inthe Select an Account window shown below, enter the applicable password in the Password: field again.
Then, click Next.

Cluster Service Configuration Wizard _ x|

Select an Account
For secunty purposes, the Cluster service must uge a domain account,

Type the uzer name and pazzword for the domain account you want the Cluster service
to uge. Thiz account is given special securnty privileges on each cluster node.

Username: Icluster
[ Passward: |’""""‘””1 ]
Do |NESWH =]

< Back II Hest » II Cancel |
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6. Inthe Completing the Cluster Service Configuration Wizard window shown below, click Finish to complete

the cluster node 2 configuration.

Cluster Service Configuration Wizard

Completing the Cluster Service

Configuration Wizard

You have successiully completed the Cluster Service

Configuration wizard.

To complete the configuration, click Finish.

x|

< Back

Firish

Cancel

7. Open the Cluster Administrator window as shown below by clicking the desktop Start -> Programs ->

Administrative Tools -> Cluster Administrator. Verify that both cluster nodes 1 and 2 have started and are
running correctly. At this point, cluster setup and installation are complete and ready for installation of a cluster
resource application such as Microsoft SQL Server 2000 Enterprise Edition.

5 Cluster Administrabor - [CLUSZ (1]

E ol
Bk Viow Wndaw Hep =@l =
| =]a] x| B
=5y Cuse [ scate [ comer [ Growp [ Resourco Type | Doscrintion
® ,:l Groups Oriine CLusaM2 Disk Group 2 Physical Disk.
o] o : riine sz Dk Grop 1 Pheysical Disk
S Chater Confiuratey EdCuster [P ddress OrinePendng CLUSIZ Chuster Group B ez
=l Eﬁﬂl i el st Hame OrlePending  CLUSENZ Chisher Group etk Narie
= Ml sk e Orine WL Chisker Group Physcal Disk
[E2) Mebwark Tnterfaces
=g CLusENz
1] Aoove Groups
(L] #ctive Resources
|2 Nebwork Tnterfaces
4| | il |

For Heby, prassFL
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A Configuration Worksheet

Manual Configuration Worksheet

This sheet should be filled out completely before beginning the provisioning process. Specific documents referencing
appropriate servers, DNS entries, etc. should be available for each data center. If your data center does not have one,

generate one from this base and make it available to all administrators.

Node 1 Node 2
1 Organizational Unit (OU)
2 [[Computer Name
3 [ Cluster Name
4 | Cluster Account / (Password)
5 |[Cluster IP Address
6 [[Cluster Subnet Mask
7 [|Windows 2000 Domain Name
Items 8 - 14 Refer to the Front-End (Public) Network Adapter
8 | Front-End IP Address
9 |[Front-End Subnet Mask
10 |Front-End Default Gateway
11 |[Front-End Primary DNS
12 |[Front-End Secondary DNS
13 |[Front-End Duplex Mode Half Full Half Full
14 |Front-End Media Type 10 100 (Mbps) 10 100 (Mbps)
Items 15 — 16 Refer to the Crossover (Private) Network Adapter
15 |Private IP Address 10.0.0.1 10.0.0.2
16 |Private Subnet Mask 255.0.0.0 255.0.0.0
Iltems 17 - 20 Refer to the Back-End Network Adapter
17 (Back-End IP Address
18 [ Back-End Subnet Mask
19 |Back-End Duplex Mode Half Full Half Full
20 |Back-End Media Type 10 100 (Mbps) 10 100 (Mbps)
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